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INDEY GF QUESTIONS

I, QUESTIONS REFERRING TO
CRIPTANALYTTIC RESULTS (R PROCEDURES

A. United States Systems

=

> Who fhirst solved the American strip system? How mmch infor-
mation concerning this system was exchanged and with whom?

2. FHow did CXW/Chi obtain the code and deciphering takles of bho
Military Intelligence Code?

B, Russian Systems

3> Give deteilc concerning the Russian Army meneuver code which
you said was broken in 1930,

L. HETTIG has stated that the Plins sent Russian 5-letter traffic
to (XW/Chi. Do you knoW about this traffic? When was Russian
S=letter traffic first noted by the Pinnz or Cermans?

5. What cipher machines wers used by the Russians and the Balken
armies or governments? When were they used? Tere any
captured? Do you know anything about Russian machines of a
type similer Yo the T=527 Wnat do you know about Russian
agsnt systoms?

Co Jugoslayr Systems
8, HERZFELD c¥ (XH/In 7/VI has stated that instructions for a
Jugoslay additive system were found in 2 cave neap Drvar,
Have you seen this material? What became of i4? Can you
describs the Jugoslav additive systems?
D, Polish Systems

7. Describs the development of Polish systems afier the First
Yorld Var.

8. Was any examination undertaken of Polish traffic connected
with the Polish lublin Governmert? What was knomn of this
traffic?

L. PFinnish Systems

9. Did XVW/Chi cver attempt %o solve Finnish systems? Vhat
kind of eystems were they? What success did CX¥/Chi have?

F. Unidentified Systems

10. Have you heard of 30-letter traffic with indicatars which
e2em charactsristic of one-time pads?

Go. Machine Systems

1l. What do you know about the Qivetti telsprinter?
Have you ever seen it?

12, You stated in oral interrogaticn that you believed the
Olivetii machine had been shown to the United States Navy.
How did you knew this? Give details,

3
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That do you lmow of bthe

-

istory of the "Grosse Telmik®?
macnines, in particular,

That do vou lknow about
2 ? By whom were these

L
the B=2117 Vers any csniure

1T, CUESTICES REFERRING TO CRYPTCGRAPHIC PROCEDURES

Describs the Germzn Fnigma, the SZ 40, 42, and tha SG 4l,
Cn what principle did they work? How secure were ihese
machines considered? Who could best lmow abcoul thess
matters?

Describe the wealmesses of the Enigme discovered by
IENZER, How were tnsce weaimssses counteracted? Wagz the
élscovery of these wealwesses used in the exzminaticn of
the machines of other countries?

[
ar

Were you consulied cn cryptographic security studies:,
imrestigatioens, and recoards made by HUETTEMHATN?  Whet
became of these studies?

What do you know of MEWZERTs Schluesselscaeibc and
Schluessellcesten? Can you describe their metincd of

encipherment?

In the Schiuesseikasiten is the slide returned after cach
encipherment or only vhen necessary?

115, SECRIT K8 AND MICRCPHCOICCRAFY

What do ycu know aboubt sscret ink and microphctegraphy?

FOP SECRET-—

25



sk T

_TOP SECRET -

T 187G
L. QUESTICES KETERRTNG TO CRYPTANALYTIC RESULTS OR FRCCEDURES

A, Uuited States Sygtens

1. Who Pirat eolved the American airip system? How much information
concerning thils ayateon was exchanged and with whem?

Trs question who first solved ths American strip sysien might he

engwored meat corrcchly by Reglerungsrat Dr. %FEESERE' ard Regierungsrat
SCHULZ.? %o the vest of my recollection the mar.tar vas as follows: by
courier frcm Roww caxme a degoription of the solution of %hls cryphographic
aystem vhich more or less agionished my unit because the problem involved
wvas cortalnly cue of the wmost difficult problems of cryptology. Cal did

not think Rome competent to solve it independently but tho charactsr of

1. Dr. Franz WEISSER was a momber of Section 6 (Epgland, USA) of Croup
a, Maln Group B of OXW/Chi. He was interrogated by TICCM in 1946
and at that vime gave the Following account of tho soluticn of “hs
American etrip cipher: {TICOM/I-201, p. 3)

- "Aftex the Marine Bursau {TRANKE) hed solved a system which was N
{although the strip syztem was ia the beginning rather priwmitive) a
remarkable feat becauns it wes a new Xing of sncipherment walch hed
at Tiret to be rocognized, in May iGhl a log of strips coveriag all
Furopean traffics came in from Japan. After the intreduciion of ihe
new eystem, solution werk sot in on a big scale in 07 /Chi by
HUETTENHATY and Dr. FRANZ, and in the Auswaertige Amt by KUNZE, rather

in rlvalry then collaborsilon. Afior several monihs work, the Ause-
wvaertige fmt succsedod in solving the system with the aid of
Hollerith machlinos. Work for the next system was continued on =
g%11l bigger scals hut without any success. From the Anglo-Amsrican
dopartment, Herr Helmu’ SCHULZ worked as liaicon. Ee could heve pusked
the work foxward, but he was hempered by tbe incapacity and venity of
Dr. FRANZ, A big help would kave besn Herr VOECELE who had golved e
sinllar system and who volunieered collaboration » which wae refused a3
he weaa not considered competent, not being an ecademician. The emall
IMonish staff undor Coleonel EALLAMAA also ccliaborated gquits sffsctive-
1y glving hints. Thus it found out that the eyatems used in Airforent
countries after some time emerged egain in other countries. Lader o,
the sirip system was epplied in such a complicaied way that work be-
came hopﬁlaaa. It was not abandoned, however, until the last vhege of
the war.

In addition to the above statement of WEISSER, there 1s availsblo
the datailed account written by Dr, FRANZ in 1946 and isaued as OF 176,

2. ':?r. Holzut SCEULZ was menticced by FENNER as a member of Secticsa &

{England, USA), Group b, Main Group B (DF 187-F). He has not besn
interrogated by TICOM.
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the vepory wade the impressican of being abaolutely gennine. Thereupon ths
problen was worked on atg Chi end the work yilelded wesultia. About the eams
time very intensive work on tne gams provlem was done at the Foreign Officse,
for a leng time without success but later with success, I think therefore
that the primary solution was found in Rome, whether indepeundently or after
securing certain basic documents romalne for the present uncertain. Then
Chi worked on the cass carefully, finally the German Foreign Office and
Helsingfors. Hence the fact of the solution of the strip system was known

to Rome, Chi, the German Foreign Office, apparently to the Forschungsami

through the Foreign CfPice, Helsingfors and Budapest. Rome itsel? and Tokyc
wore not acqualinted with the fact that soluilon kad bsen cuccesaful bscause
pno Tfurtheyence of the work was expocted as a vesult of infoxming these offices.

2, How did OKW/Chi obtain the codo and deciphering tedles of the
Military Intelligence Coda?

This has to do with the pericd ahbrtly before the dsparture of ths U.S,
diplomatz from Bucharest or Budapest. Summsr of 1941 (2). IﬂﬁiﬁBhi naturaily
was interested in reading rsenciphered messages of the U.8. Government hecause
it was to bo expected thet their content would be of moment. Atterpts ab
solution failed. The work suggested a ccmplicatsd reencipherment, spparently
changlng often. For between tolezrams evon of relatively close date theve
were no parallel passages (repstitlons of groups of letters). It wes sue-
pected that perhsps thore was a dally chavge as was characteristic Tor U.S.A.
tables. Theveupon vork on the traffic ceased.

One day I received courier post Trom que. In it was a U.S. cocle. Tie
attempt to solve by this code ths uosolved traffic was done only by éamyling
and neturally had no success, In'ény event the reencipherment could not ba
renc=mtomoted. Some months later I recsived by courier pogt from Budapest
ecma reencipherment tebles, clearly of American origin. If I remember righily,
each of these tablss had a serial number and an indicator group, then & hori-
zontal plain alphabet and some substitution alphabeits. According to tue
instructions for use, such a tsble was valid only for a limited time; I balieve,

several days. I then had an experiment tried to see whether the tables and the

—FOP SECRET
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sode went teogethaw. In sbout ome hour my expert toid me thab the czperiissnt
had Dbeoen auccegsi'ul; for ORW/Cki hed mesmeges fitting intc the pericd of
7alldity. Tros thie Glze on the meésagas were read oven when thers wera ao
tables availaeble. The breek-in was accomplished by uaing stersotype teole-
gcaphic phrases., I think this system wae also used by the U.S. Milisary
Astashs in Calro. The roovciphsrment material wee photostated. I was %old
i% bad besn removed teumporarily from the baggage of a U.S. Ambassador depart-
ing from Bucharest (?) Budapest{?)., {My essumpticn iz os follows: When the
U.S. Ambaseador wag leaving Bucharest before Roumania's eniry into the war,
ho ked & stay of some hours lo HEungarian territcry. At thaast time his baggege,
whick may nct have boon secied, was oponed and tho reencipherment wes Thoio-

atated.}

The originals wore sunposad to have been roturned prompily ard un-
noticed. That ia the story which wes given ma. I do not know vhetker i%
correspends with the druth., If thiz system acd not the strip cipher was

used by the U.S. Military Attache 1z Cairo dovn to the hetiles arourd Totzuk
but wus then replaced, that zay have teen in compection with the introduciion
oT a ciphsr wmachine, However the War Department may also heve nsard scretting

t0 the effect that this system had Teen compromised.

Regerding this affair Reglerungerat Helmut SCHULZ probably is tetter

a

informed.” In June 1945 he was 1n Wsilenkircher near Bad Aibling.

B. Russian Syetems

LW 1]
k-

Give detalls concerning ltha Rusaian Aymy mazeuver code which you
said wes broken in 1930,

(W)

- SCHULZ was nob imisriogated dy TICCM, but WEISSER's shatemenis corres-
pond to FENER's, WoISSER aleo adds some notss on tho method of
golution. {TICOM/I-201, pp. 1-2).

L. Apparently the question wes based on a remark of FENNER which has not
teen recorded in the roports of interrogation. Elsewhers in his 7o
poxrig, FINMER seews to have recognized only ORK-5, 6, 7, and 8 as
"~ oo by OKW/Cai. Cf. the oral interrogation (TICOM/T-201):
. <« —~w—- cofes, known es ORK /Obschchij kemandir kod)
5, 6, 7, and 8 were read from 1939 tc 1941, OKE-5 was ceptured elter
thoy (CX4/Chl) bed read it, and they also captursd copies of 6, 7, acd
8." Cf. elso the written report of FENNER (DF 187-B): "From their
: irst eppsarance to the summer of 1943 the cryptographic eystems "CK"
and their successors were worked on and solved. I think the firs:
system of this kind was "0K-5". I em sure thet OE-6 and (K-7 wero
solved end later, I believe, OK-8 as well, If I remsmber rightly, these

vers 4-digit codes with partial reencipherment by 2-digit substitution
tables,”

“FTOP SECRET-
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Chi solved Russien Army eysteme currsntly from the First World Wer on
and went through the entire dsvelopment from the simple substitution systems
to the codes reenciphered by additive. Bubt what eystem the Red Army used
during its maneuvers in 1930 I counot tell. I have becoms acquainted with
hundreds of different systems but have carried as fov as possible around in
nw.' head to such a degree that I comuld givq any informetion regarding them
16 years later. Judging by the time, it must have been OKK-1 or OKK-2 be-
cause OEK-1 was supposedly compiled in 1929, I presume it was a 3-digit code
which at best was reenciphered with a partial digit substitution table. .Buch
a development would f£it in best at that time.

4. METTIG has stated thet the Fiuns sent Ruselan S-letter treffic to ORW /Chi . ”
Do you kncw about this traffic? When was Russian 5-lettor traffic first
noted by the Finns or Cexmans?

METTIG ves with the Army Cryptologlc Agency (OKH/In T/NT) before he was
transferred to OKW/Chi. What he reported regarding 5-place Russien traffic
with the oryptologic serviqe of Finlarnd clearly refers to METTIG's aﬁﬁi?i'lzr
with OKH/In 7/VI. Furthermore there is an error here: Soviet Ruseie had long
since accommcdated itself to international conventions and, &s a matier of
principle, sent all radiograms in S-place grcups. Therefore, there never were

any Soviet Russian radiogrems which would have been characterized by the fact

5. TFENNER, it is nowed, rightly takes excsption to this statoment,
TICQ/T~78 is the interrogaticn of METTIC on the history end achieve-
ments of CKH/In 7/VI, the Army Cryptologic Agency, which he directed -
from Novembsr 1941 to June 1943. TICOM/I-96 is thne interrogation of
METTIG on the history and achievements of GZW/Chi, of one of whose
groups which he was the head of from Decexber 1943 to the capitnlation,
May 1945. In TICCM/I-78 METTIG states that a copy of the Russian
S-figurs code was given to OKE/In 7/VI by the Finnish Goneral Staff
Guring the Russo-Finnish Wer. He also stated that OKH/Ip 751
successiully solved in April 1942 the new Russian 2-figure code, and
that Irew 702 - 77 7 2iomwes raffic was collected &t Lootzen

: ‘%o group for Russia) and that gome of
1t was currently read., FEWER 1s therefors corvsct in reforring this
statemsnt to OKH/In 7/¥I rather than to ORW/Chi. TIn his discussion of
the relatlons of OKW/Chi with the Finnish Crypolegic Service, FENRER
states that "in contrast to Budapest, it was not o much the intercepts
from Eelsingfors which played the decisive rolo as it wes the exact and
succesaful cooperation of OKW/Chi end the Finnish Buroen in the field
of practical cryptanalysiz” (DF 187.D).

8
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that they had 5 places in the group. Thus even the cipher OEK-5 gnd its
EUGCEE80TS we'.?e sent in groups of five. When METTIG came o C&f;’C’n‘i abcut
the fall of 1§h3, the cryptolegic service of Finland had no contact with
OKW/Chi in the field of Russian Am} systems, but was working with the Army
Cryptologic Agsncy, whsre I beceme acquainted with the Fionish officer,
MIEK-OJA, whom I have mentioned elsawhare.6 The cryptanalytic service notad
S5-place groups ever during the First World War. When the cryptologic unit

of the Reichswelrministerivm started work, the Ruseians vers again using

5-place groups on theo radio es a rule. And when Finland began vork in 1227
at tho latsst, the Russian Avmy radio traffic was in 5-place groups almost,
without oxception. Deviations wers an excoption and probebly a punishable
arror,
5. Vhat cipher machines werc used by the Ruesiens and tho Balkan

armies or governmonis? Whsn wore thsy used? Weras any _

captured? Do you kmow arything about Russian mechines of a

type similar to the T-52? What do Jou Imow sbout Russian
sgent systems? b

\

I kmow nothing sbout Russian secrot taleprin%t—.:ra and have pever szen
such a machins. I do no%t know anything sure about Russian agent traffic
because I never had in my hands any actual tréffic. I have received single
statements of deesrters and Priscners. Tnasruch as there was no trafiic at_
hand I was not able to check their statsments. Ostensibly %ths crypio-
graphic syetems of Soviet Russian agents wsre based escentially on the uss
of a 2-digit substitution dexlved fyom a prearranged indicator word. %hias
had no variants and was reencipherad by an additive seguencae which was
derived from a preacranged sequsnce of digite. TFor example: Indicator =
STALIN. Theo C= 01, T= 02, A= 03, fi= Ok, W=05, H= 06, 5= 07, P =
08, r=09, =210, 7 = 17 W =in a_ 13, ete,, Tollowirg the Russien alphabet,
For reencipherment thne birth aatoe €2, 10.25 might have been used. In this

rrinitive case this 6-place number would merely be added "symbolically”,

6. DF 187.-D, p. 4.
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i. e., modulo 10, to the text obtained by substitution. In other cases the
birth date was used to derive the additive sequence. The agont would taen
Cerive the following sequences of digits:

221025.1 = 221025

£21025.2 = 22204107

221025.3 = 6630615

221025.4 = 8840820

221025.5 = 1010501025

221025.6 = 1212601230

221025.7 = 1414711435
ate.

And from the sequences of digits comes the edditive gsquence:
2210252220&10663061588&0620101050102512126012301&14711&35..........._.....

h31977hh2h516293676369h802111155112763338613531555189578.................
This additive sequenco wis adde¢ symbolically, Reports on crypiograpaic
systems of this kind were meroly noted but not worked on in my unii because
that would heve exceeded the bounds of by activity. On the other hend, I
asgume that Firgt Lieutenant Dx. VAUCK worked on these rather cavefully, al-
though I cannot recall that he brcke any Russian egent eycterms efter the fall
of 19L% when he was transferved %o oy group. The example I have given is only
ons of the vast number of varients of thig rrinciple. In case crypiograns
of this kind had appearsd, they would have had 4o bo worked on &5 though the
additive were unknown., since oniy after soluvion could the constructlon of
the additive itself be dimcovered.

The esnding in of sirgle civhers of thig kind, vhere it was imposaible
t0 prove whether they were genuine ox nov, was of value only for information,
the practical value weas virtually nil. For the rest, I should like %o rafer
in comnection with this questior - ~ "~viet Russian, Colonel

CACHARGY, interned in Haus Alaska, who knows the Russian agent gysien thoroughly

*
Tranglator's noto: Ercor, vhich is repeated below.

10
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‘end can perhaps give information regarding the Sovist Russian sgsnt‘ciphers.T

| C. Jugoslav Systems

6. HERZFELD of OKH/In 7/VI has stated that instructions for a Jugoslay
additive system vere found in a cave near Drvar. Have you seen thig
materialy What became of 1%? Can you describe the Jugoslav additive

systemns? _
I assume that the Jugoslav army systems sre involved. I am not acquainted
with them and the event mentioned was not knowvn to me; nor do I know what bocame
of the material from OKH.

'D. Polish Systems

7. Describe the development of Polish aystems after the Firat World War.

When, after the First World War, the new Poiish Stats had to supply its
diplomatic ropresentatives abroad with a means of making confidentlal and
secret reports and of recoeiving orders with liks classification, recourse was
had td means Inown to all civilized people since the 50'a of the last century:
a cryptographic system which could be sent by telegfaph. So it wvas not aur-
prising that soon secret dispatches were being conducted to their destination
by cable and radio; dispatches bsaring the addresses "Polmission” "Polextern,"
"Militpologne" - whose meaning requires no cxplanation,

When the Cryptolegic Bureaun of ihe Reichevehrministerium began worl on

theso messages, a fev government ciypiographlc systems might have bosn

7. See DF 187-F, p. 19 for FENNIR s diepcussion of the work of Dr. VAUCK,

who wag head of a unit working on agent traffic, As was stated in
- DI 187-F, note 38 (p. 22) during his period of intorrogation, FEWNER

vas intsrred in the RFurcpean Command Intolligence Center (ECIC) at
Haus Alaska, a private regidonce at the Center which vas resexved for
important persons under interrogation. SACHAROV was interred there
at that timeo and was heing interrogated by the Dirsctor of Intelligence,
European Coumand, No TICOM interrogaticn of SACHAROV was underiaken.

8. The question was based on HERZFWTITO- =2Y in vhich
bo said that as a result oo o weeee.. £S5 ALIASL SPOTTLLTL usar vevar

against the Jugoslav leader, TITO, a large mass of Jugoslay crypto-
grapric material was left in one of the Drvar caves by TITO's-
"Centralni Buro za Sifrovanje". Among the cryptographic papers thus
lef't were instructicns for a new "key" about which there had besn much
talk in ths reports of the eerly monihs of 194k, TENWER is here quoried
about nis ¥novledgs of thie important cryptographic fingd.
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introduced and veplaced, so that we can say nothing about them. It is also
possible trat tho messages which Chi Tirsl studied early in the 20°s of +this
century -still rrpresenteﬁ the type of the Tirst Polish Govermment cipher:
o~diglt groups writh parallel pascages within the samo message and anong
tolsgrems of the gans déte; on the other hand, no parallol passages among
telegrams of different days. The length of tho parellel passages was alwaya

Lk or a multipls of 4 so thai there was no yeason to doubt that the hasic aysten
ves L.placs, 1. e., a 4-diglt code. Tho parallel passages collected for a
gtudy of ths resencipherment sboved affinities, the regularity of which could
not be dispuved: if,for instance, on 1 October there.was a parallel tasgage -
L354 7355, then on 2 October there would be fourd the perallel passeoge 1061
9CE6, and likewies, if yesterday a frequent group had the appearance 8579, today
a group would appear reading 2693 and having gbout the seme frequency, i. .,
would occur about as frequently percentually. On ths basis of this obgs:va-
tion and dozens of confirymaticns it wee natural to assume that a Lh.gigit code
bad been rennciphsred by & simple svistitution table which might have appeaied
as followa when partially sblveﬁ:

2 October

IO L | B A I O (A |

@~ FHFwn = o
w =4 O

G H

Work on- the traffic of each day led %o the same phencmena, The correctness of
the agsumption wes thus confirmed and the next 8tep could only comsist in meking
all vhe still ketercgensous tvaffic homogsﬁ;nnv = = ag if
for reenciphsrment only one and the sawe substitution table from smong tha
arithmetical concelvable 10! . 1 permutations had basn used. Thils prcoedurs

iz called reduction %o a relative basic code. It is accomplished by comparing
the larges® and most acourate batches of daily traffic aveilabls, regexding

one of them as "plain”, 1. e., 28 not reenciphered, whiis the others were reduced
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to this. Tho work of reduction itself ran along in schemajic fashion. Tie
method 1s probably the same among cryptologiats of all civiliged couniries,
hence a hint suffices.

The following page shows a section of the count of the day's traffic
taken as basic code (black), 4-digit; the count of the sccond day’'s traffic,
also L-place naturally, (red), and the count of the third day’s traffic under
tho sams conditions (blue). If black 1365 ie the mout frequent group in batch
cne and 0128 +the most Treguent group of batch two, while 5431 1is the most
frequeat group of batch thrse and at the same time groups 1456, 0682 and 5713

might corxrespond, we can elready carry out the following weduction:

Black Red Blue

0

1 0 5
2

3 1 4
4 6 7
5 8 1
6 2 3
7

8

9

It iz obvious that by other ccaparisons cupplsmsntary valuss will be
found so that if enough traffic 1s received the messages can be reduced to
"black"” to surply iniﬁial maveriel for breaking the code.

Thus the prcblem of the L-digit code reenciphered with a simpls digit
substitution table was solved, but at the same timé 1% was proven that guch a
eystem dcesz not satisfy modern gecurity requirements.

How 1f a 3ystem had been selected which was not in ard of itself secure
enough to safezuard state 8ecrev3, the solution of the daily changing Treenciphor-
ment was furthsr facilitated by the fact that Warsaw itaelf introduced =
facllitation wilch was not a NeCessary consequsnce o g - £
the remult of :houghtléssness and convenience. In comparing the successive daily
koys of a month, cartain systematic sequsnces were found which made 1% possible
to solve the roencipherment of days when traffic was so light that itg

statistical picture would have bsen indefipite and also to derive the substitution
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tables even bafore a single tolegram had been recoived for the day in questicn.
Obviously the reencipherment tablee for a month were Printed cn a eingle

sheet of paper. The official charged with the produét*lon of these tables mede

the Jjob ecasy for himself and neglected the one taing which would have been ths

only correct thing in such cases, namely the use of the "lotiery syster” in

order to exclude any systematic charactsr, including involuntery but

paychologically ccmpreizensi'ble ones. So the tables looked somswhat as follows:

12345678 910111213141516171819202122232425262728293031
0693915 FY220 3 51
10391615 L 2Lo023 31 1 4
230135 15 L 2 0432013 1 L ,
321053 15 &% 2 0534 10 3 1 L 2
L1250093 1 0 1
5L5230 3 1 0 1
6586270 3 10 3
T96LT2 O0L3201 1
878748245020 s N |
98786L4k220355

Systematic features like this and others occurred by the bundreds ani consbituted
the rule while unsystematic tables wore the ezcsption. And even thoagh thess
systemwatic Teaturss coulé coly be regarded as partial, nsvertheless in counte
loss cases thay facilitated the work of the cryptacalyst becanss, if part of

the woath's table was solved, ke already recognized approximatoly how the table
for ths Pollowing day would appear,

When this aystenm haé" bson used for sgome Jears, it was replaced without
varning by a new 4-digit code waich was Treenciphorsd by means of edditive
sogquoncss, {I cannot g.ve the date without referencs GO an archive, v do know
that the new syaitsa had aiready been in use for some months at the time of ths
so-called wail box conflict in Danzig.)

| Critical cxamlnation of tho secret text, 1. e., atisntive ecanning of the
new messagss withoud preparing any counis, gave a very different Picture, The
purber of parallel rassagog aad become ve;ry much less, their tengta was 4 or a
mltipls, the basic codo was therefors clearly 4-place, which was again con-
firmed by the fact that the interval betwsen Parallel passeges had remained
a multiple of Pour, A frequency count which was now made yielded an abgolutely

coloriess picture, in other wvords thers mst be a recncipherment which parmitted
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vircually every digit of the secret text to cccur equally often percentagowise.

Since an addivive soquence of sufficiont length f8 known by experience to oro-
duce such an effect, 1t vas assumed ¢ith great probability that an edditive
esquence was involved. From the occurrence of ravallel pacsages the so-called
phase or pericd was recognized as k-placo end the next VK vas to sesk out
enough komogencous material that had been reencipnered with one end tho same
additive esquence. Ths introduction of the additive sequence mean: a great
advanco orypiographically. But again Warsgy lulled itsel? to sleep in a
feeling of security which was subjectively intelligible but whioch could nos
atand up againgt cbjective eritical atudy_. The additive wag short and was .
always ic use for o long a time that snougn meesages were eccumlated rogularly
o be eble %o solve the broblem successfully. For thig Purpose use vwes mede
of a method which is surely common to all cryptanalysts in modern civilized
countzies, the differemce method, which from an aritimetic polnt of viey
consists in tho fact that like differences of two groups standicg in the K0
position (of the additive sequence) and in the K = nol position (of the adds-

tive sequence) apply to the gems code groupsa,

Gb-c..--lvk-‘-dlnll-.. kﬂ“-n.t. ---------
3456 4567
7322 o
8133
Dify, koté Lo76

Eowsver that is algo the difference between ths Pleln ccde groups 2345
end £211, |

Since enly in very vare cases ig a reducticn to the true basic code pessible,
reduction is gensrally o a relative code unbil enough homegensous materisl ig
asgewbled to permit an aciempt at the brealking of the code. The Poliah. exchanza
of measages was alwaye eo lively that the ugceasazy apouants of traffic vere |
alveys availedbls. Thus egain ths aecu._rii:;r of diplcmatic state gecrets was cot
bigh enough: 1In spite of the uge of a s_;'ai'em wihich was modern in and of itself
the wistalte had been meds of sending enough traffic with short additive sequences
o compromige the system itself. |
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It must be assumed that later on a compeient critic appeared 1n Warsaw
who recognlzed the disesdvantages of this system and called attention to them,
posnibly an officer (Lieuterent Colonel SZCZEZIESKY ?). For the ext improve-
ment consisted in lengthening the edditive sequences. The use of a L-place
number serles was due of course to a want of imagination: 40 digits are an
intsgral mltiple of 4, vhen the 2dditive seguence hes yun out, the nsxt
group begins a,ga'in with the first digit of the additive: on the othor hand an
additive serles of 37 places used with a Ledigit code would rot rspeat until
afier 4 x 37 steps, i. e., would have Tractically 148 positione. When Moscow
pecame ayare of this, the addivive ssquences were derived f=cm this point of
visew; then however it was not long tefore longer series appeared which had
over 200 digits. That was an advance for it heppened again end ggain that
tolegrams were dlspaiched vhich wars ehoz"i:.ai' than Ghe additive scauonce and
when traffic was scant entire mesesges rezained incapable of golution, It is
a well known Tach that a thirg which ig theoretically correct must also be
cerrect in practics. If there are contradiciions nevsritheless, then eitber
the theory is false or a mistake has besn zade in practice., The thsory of the
additive ceguence reguires of course that the edditive ehall not always be
applied et the szme point to the intexrmediate text {code text before it ia
reenciphered). TIn practice however it vas often different! The crypianalyes
got the impression that the additive sequonces of the ccde clevks were kent in
the teble drawer ard by force of habit were applied to the intezmediate “toxt
at exactly ﬁﬁe same polnt es in a number of vreviocugly enciphered messages.
At the ":J'I‘-_'y:f toils was observed an edditive sequence was still used for a -
rolatively long time, - I cannot sgay today how long, btut in any event for so
long a dime that 22 a rule enough tra;f‘fic was 8ent to maks pcssi'nle solution of
Gae reenciphermsnt. In this comnection it was indubitably a mietake that
betusen Berlin and Warsaw, for instance, the same additive sequence was u.\t;ed.
Later, however, at least one defect was eliminated: the period of validity of
the additiva sequences was aharteneﬁ. The conacguence of that was that the

amount of solvable materiel disappsared mors and more and more, that is sver
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Pewer ani fswer! secret tolegroms could be deciphered. Fowever, Warasaw could
not make up :‘d:s‘ wind to give this system, which in and of itself is exceliont,
thet stanility in practice which it poszesses in theoxy. And it was not until
the. final monthe before the outbresk of the war that that level was obtained
which the Polish Coveromsnt ciphors might havs raabhed as soon as the sdditive
gequence was introduced: in each directicn on each link the additive ssquonces
were differint, that is to say, in the traffic from Warsaw to Loredon {hs

sexe additives do not occcur as a matter of principle as in the traffic fmm
London to Wavsaw; the éaquencaa tacmselves are 8o loang that thoy 60 not reappear
evon once within a message 1n mcs’ ceses; tho sequences havo such a shorg
period of validity that only in isclated cases is enough traffic svailable to
be sble to golve the reencipherment! For months before the outbreak of the
war Chi was thorefore unable to zolve a gingile Polish diplomatic messaze. Thus
Varsew hed satisfied the requivements of a mcdorn govermsental crypiceraphbilc
system: it nature was known, its wsalnasses wore known, but it was usad in
practice in a manmer corresponding to ito thooretical valuo and -onsequently
Prokected the secret from all unauthorized hamperirg.

When the war broke cut ani the Polish Government-in-Exile began »aceiving
end gondicg messages, it scon Droved that what had cnco been lsarned had not
been forgotten. They stuck to the zeerviphermsnt by additive sequences. Ard
correapording to ths impesaibility of preparing azd Gigtributing urnder the
Prevalling circumstences as neny additive sequsnces as wore necessary, tﬁey
chose gequences which could be derived frcm extonsive tables. Surely “he
Governmeni-in-Exile knew thet this wethod is dangerous if the pericd of uss is
long. But under such difficuvli circumstances it ®ay have been be;l'nnﬂ the Dower
of those Tespoasible to create apything better, for the disadvantagea of thess
roally »igié tables could de fccognized in the course of time by a crym apalyiie
unit. Thus Poland could no% vrevent large mumbers of these mespages from
being read. Baai_cally the roplacexent of the basic system and of the sdditive
tables did mot chenge this at all. But it would be vrong to assume that the
solution of these crypitograms was easy. Weeks always passed before hcx:oge_mous

~FOP"SECRET-



£

B

~TOP SECRET -

orF 187-G

traffic in sufficient guactity could be accusmlated and in view of the por-
sonnel shortage. at Chl it was not poasible to work on théaé, systens according
to the old peacevime mothods, i. e., simply by hand. Instead, in order to
bave success, cryptanalytic aids, such as differencing machines and Eollerit
rmachines, had to be employed if decipherment was %o have any »ractical valus
vhatsoever. However, preéiasly this clrcumstance does not argue in Tavor of
the syatem selected bescause the modern crypiographer must count on the fact
that the modern cryptologist will attack his systems with machines designed
©o save labor. And the rule remains, that svery crypiographic eystem bas 1ts
irnate degres of security which rmuet not be ovorburdened. Whon this cese will
cecuxr carnot usually be foreseen when a system is introduced ; and far mozTe
Troquently then a layman will assume the time of oxposure cannot be reccgnized
by the uszer of a aysi:;em becanse he very rarely has a chance t0 survey the
"total cam—:umﬁtion" of & system. The system kmown es "Militrologne” was like-
vise worked on and 1is reoncipherment was solved. I can cnly give its
characteristics today with reservations: bL-digii ccde, reencivhered by a
einple digit substitution table, hence no problem in ard of itself! Hore the
difficulty lay in anothor field: fhe emount of traffic svailable was not by
any meeans adeguate for solution of ihe ccde. Sc in this case too everything
was inown but guccess wes not achieved becawse the ionate degree of security
of the systen had pot besn rceched, let glona excesded.

That Warszy hed not been idle ard had not rested on the lanrels oF the
infinite a2dditive sequecces which had becoms virtually Incapable of solution,
was proven by some caphured material turned iu: wilitary code boous coEnosed
in soveral languages and desigred for commmnication in Polish, French and
s - ™ during the prepavation for and exscution of large-scale cperations.
Also from other code books and Prepared reencivherments one couid ot fail to
recognize that Warssv was taking pains to make adequate preperation for any
evontuality. Even the extorior of these documents showed that attention had
taen paid to the choice of paper, binding and makeup, so that a certain high

standard had to be essumed for the entire cryptographic work of the government.
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Regarding the philolegical zolution of the Polish codes it may be statoed

that it wvas not made easy by any means. This assertion becomes aquite clear

if ve compars %r[ith France whees diplomatic codes wero also usually four placo,
Wnereas the Frenchiman carefully encrypis every stem anﬂ every ehﬂins and
insists on avcuracy in grammatical form, ths Pole prefers the opposite practice:
oftsn he only gives the steme and assumes that the decoder will have no
diffieulty finding the correct meanlng on the basis of his politioal knowledgs,
'In fact that he will not even have to look for it ae a mle. That is all right
for him but the decoder is very much retarded in his work of interpretation by
this mothod of encoding. Thus, while a nﬁml_ French diplomatic 4-digit code
can often be read afier the recovery of scme 1,500 groura, in Polish esven
25,000 groups wors not eaough! Thie fact decerves corsideration as a proo? of
how important it is to assure by ths 7ery process of encoding that ediditional |
difficultiss ariss for the enamy cryplaralyst.

Howaver 1% hélds trus for the cryptographic work of the young Pcligh

tate that even when sdvisers wers surely not wanting, the development of
erypiography goes ahiesd not by leaps anﬁ bounds, but organically relaeted to ‘the
organism man, whose spirituel eye can, it is wrve, in fortunate hours ses to
great dspths, groat hoights and Tar distances but with this vision cannoct
Torce ite dear Pellow man to do what is rationéi.

8. ¥ac any exemination undertaken of Polish traffic comnscted with
the Polish Lublin Government? What was krown of this traffic?

I cannot say with cexieinty ¥ ever sar radiogrems of the Polish Provizional
Govermamsnt in Lublin. However, I assume that emong the numercus decryosed
Polish meesagoes there were scme of the Lublin Goveromeas. In type thece can
only have been subsititutions with zdditive reencipherment, whersby the additive
was ™ © Trom a table. I% would be best to question the former
detalled officlal BERNDT about this, otherwlss Dr. EUETTEMHATH'C who ves 1o

closer ¢ontact with BERADT regarding the reenciphorasnt than I wes,

9. Edgar BEXNDT was kead of Section b 16 {Poland) of Main Group B of QBW /Chi.
BERRDT was nsver interrogaited by TICM. : 3 )

10. For FERNIER’s opinion of HUETTEWAIN see DF 187-E, p. 16 and note Te
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E, Finnish Systems

9. Did GK}I/Ch’JJ: ever attempi to golve Finnish systems? What kind
of systems were they? What success did ORW/Chi have?

Dz, LUI‘?I’JEK}I employed in my unit, undertock investigation of scme
Fionish Goverament telegrams around 1940, without achieviog any results. Sirnce
repetiti:ons wers vot found in the texta siudied, 1t was ascumed that scme form
of {ranspesition wes involved. The question was oot studied more closely
beoause; the vork on other telegrams (Bulgarian) was more important.

. Unidentified Systexzs

10. EHave you keard of 30-letiter traffic with indicators which
seem characioristic of one-time pads?

Yes, once, as far as I can recall, I talked with PASCHE]'E 61’ wee Forelgn

_ Office about one-tlme pads, rediograms 30 lotiers long (constant), with some
Indicator words or other. Wo did not kuov waat to 6o with such messegos,
however, because we did not even lmow theiz ‘nationality. T should gusss that
that was late in 1943 or early im 194k, However at thet tﬁ, with our reduced
porsocanel, we already had go many worries rying to keep up the diplematic
decrypiment that we could not devotoe ourselveaz to work on traffic which lgy out-

side the limits of our asaigoments.

G. Meachine Syatems

11, What do you know about ths Italian Olivetiti teleprints»?
Have you ever scen it?

No, I have never seen the Olivetti cipher machine, However, it is kpown
to HUETTERHATN, to wvhem 1% vas shown. In BUSTTENHATR s opinion the machire had
not yet been sufficlently developed from & tochnical point of view and it
delivered & scoret tezt which did aot afford adequatoe security against crypi-

analyeis, provided the machive was known., That is %o say the constanis of the

11. Ses DF 187-A, p. 9 where Dr. LUETIEN is montioned a3 2 msmber of Section
22 (Bulgaria) Group b, Main Group B. In this list D, LUETIER s mili-
taxy rank is given as private (Soldat).

12. Dr. Adolf PASCEEE of the Foreign 0ffice Cryptologic Buresu. Ses DF 111
Por the written interrogation of PASCHRE.

20
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machine outwelghed the variables of the machline in their effect.
12. 7You stated in oral interirogation that you believed the Olivehti

machine had been shown to the United States Navy.l3 How @id you
know this? Give details. . ;

I never said so! I told the interpreter that HUETTENHAIN hed seen the
Olivettl cipher machine in Itely. Because of ths preponderﬁnce of Italian
naval officers HUETTENHATN got tho impression thai the Olivetii had been
pushed by the Itallan Favy, ccnseguently not by the Italien Army. I reported
on that becauss Chi had to do only with General GAMBA, i. e., with an officer
of the Italien Army, while Chi had no contact with the Italian ﬁaw." But the
American Favy had nothing to do with the matter. Hence a vure misunderstanding.
13. V¥hat do you imow of the history of the "Grosse Teknik"?

The Swedish sngineer, Boris HAGRLIN, devclopod late in the 20°sz or early
in the 30°s a cipher machine which, as I assume to be known, is bassed crypio-
graphically on the principle of the viriunally infinite Tritheim, He eccome
plished this by a number of gsar wheels wncze =atios ie'ere "prize" %o ons aa-
other {11, 13, 17, 19, 21, 23) and so-called pin wheels {Bolzenrasder} whose
purpose vas to cause this vericd itsel? to run off in irregular skips. A third
eggraga.te,l the so-called "basket™ had the task of effecting a substitution of
the alphebets 1n the machine. The device, which was soms 20 em x 15cmx 8 cn
in size, was developed as a "4ape vrinter”. Pressing a hend lever moved the
sntire mechanism by a certain "mumber of steps”. A letvtor whsel had %o be et
with the left hand, then alopgzilde in an opening the corresponding ciphe‘r-—téa:t
latter app@argd after the lever was pressed. This device, which was sxcellent
from the eryptogrephic stardpoint, hzd the dieadvantage of working relatlvely

slowly.

13. Unsetis?i_.’ i > —— w~ J09 Dprevious guestion,
vhe interrogators posed this auestion in the bope of "pioning” doun
FENNER to e more complete siatement. This question was baged cn the
staterent recorded in the oral intervogation (TICGM/T-200, p. 12):

"He [FANNER/ had kheard of the Olivettl teleprinter, but had never seen
it and could not descrive it; he thought it wes 'not yet ripe.' He
believed the Italians had leter shown it to the U.5. Havy". FENKER
here insiste that the last statemant rests on a misunderstanding on
the part of the interpretors.

Zl
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Around 1933 BACZLIV offered hic patents to the Germon Wehrmacht Fus tae
sals did not conme about tecause HAGRELIN cuypozedly was asking cover ous nillion

2t hig devicse were belug bpuili

E‘f
<
o
e
£
i3
@
;J‘
8
i
A

werka, On a later visis
in Fracce under iicensc.

A Tow yeare later 1% vas obvicus from public advertiserents that HACILLN
had izproved als ma‘hine:- e had invrcducad a keyooa:d ginilar to that of a
typouriteor azd had, o far as 1 recall; a etrictly mechanical type and ap
oleciro-mechanical typs. BSince Chi and the Ordnance Branch had 16eaﬁlloi’ Twheip
own afler 1935, one vwas conbent with the koot wledge at hand and §i¢ rot purchose
eny devices of this type for study. (The purchase would hove been ve: '*3 difficuls
duo %o exchange wegnlations).

In the swmer of 1940 some cipher machines were capiured in the West
wnich wore rocognized 23 automaticaily priniing, olectro-mechanic 1 Teknik
dovices. The base was gbout hOcm x 10w, the hoight T should masf: -:-as 15 cn.
T koow of two machices bul sscume That the Ordnance 0fPics {ua ?mg:f__zfi mey

bave lopt scns, Wo devizce was wacle. I cannch tell soday whoether trey were

.

go~called page printers or tone printers, or whethor ta asy printed ths plszin-
toxt letiors as e check (L the ciphor foxt). Thnt was purely gecondary ap far
a3 Chi was copcexned. Oa the othor hand 1% was impoxrtont thet fox deri';;-" ng
the actual cryphogram tho elamsnts of the already Inown "littls Tolnik™ weve
used, nenely:

-

1. Gear wheels with the mumboer of teeth Drime o One anotier

4

i

2. Pin wheeln,
3. Basket with widers.
What vas vew was thoe fact that o accaaplish tho letitor suhstitubion whesls

had Tean introduced afisr the monuor of the wheels in the German Tnigma,. Aa

Dowar gource & dry batisry - T thirk thers
was a cable to enagblo taking transtormed curreat from tke light cirenis. I am

no lengsr sure of the mountina ng of the individual parts and their effect. {Since
there was appavently no traffic from thege n:acU_nos and gince T cmld naever find

out whether they had been wcood oy the Tnglizh or tho French, tho a.v.:el*' cryDtolegic

22

-FOP SECRET



L

“FOP SECRET -

ERIH

[md

87-G

interset was exhausted.) Howevor, the cryptamalyst and the machine gpscialist
rore interesisd in a mlli cylinder which was missing in every machine. As I
recall it this muet have been about & cm long end ebout 3 cm in diametsr. It
vas placed botween certain slectric poles after the maaner of a small Enigma
wieel and in our opinion signified apn additional individual gecu:ei?:,y faotow,

I no longer krovw how many poles thia body had on its faces. However, I ascumed
at that time that there mast be 2 very great number of such supersacroet wieels,
and that the device would not function at all without such a whesl was Clear.
Henes the machine could bs lef standing open on the table but as often a3z it
was used such a wheel had to be isserted by the person in charge (officar,
official). I requested that a semh_for guch wheels be made in all depois
and factories of the occupied territory, dut got no rgsulta. Corscquently no
machine ocould be put in a condition whore it cculd be Studied and used experi-
mentally.

Hovorer, ore thing was cloar to =z and to my dsscciates Dr. HOETTERHATH,
graduate engivneer ROTSCHEIDT, exd MERZIR: thet HACELIY bed won a good head
start and that the device mucth be thoorotically very gocd for use in a fts;."o‘_ﬂ-
installation. We could set up no rule for thes solution of ths ipdividual
'I'e}mi}_: Bossage; of course we did not Imow either whether the device has any
technical defocts and 19 "subject to disturbances”.

This device did not reach us in %time +o bave eny stimulating effect on our
cwe ideas. The mochines we hed wero 4aken along by MENZER whon he ard hig grouy
wore. separated from us 1n.1954; vhat becaze of them T do not knoy, MIRZER
tinkered eround on ons device but I do oot believe be over get it operating
properly. I ghould surely have heard of 1%,

Judglog by 1ts appearance tho machine wag »A~h+adl- %11y ip o s5%able
denspiable f:mhioﬁ apd could be calles a piecs or 8004 clsver vworkmansaip,

1%, What do you kmow ebout Fronch machines, in particular, the B-2117 Wero
eny captured? By wham wers these machines studied?

There were some captured Hegelin B-211 at Chi. Same 8ize as the szall

Hagelin. On the letter wbsel in ine left corner ths letter W wes Rrissliog, as

2
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far as T reéall. I bave alrsady described the.basic Drincivlie of the internal
structure in apothexr ylace, Ho other Frerch cipher machicves are known %o me, |
for the big Hegslin which printed the ciphor text by means of a keyboard end
type was probebly used by the English. Regarding the possibility of solving
B=21) mussagos the exronecus idea has beon expreseed that OKH/bhi colved the
B-211 messages. That is not correct. I merely know frop conversations with
HUZTTENHATR that under csriain circumsiarces the B~211 yielded cryptogrens

vhich could de solved. Howover I caonot tall you enyuhing sbout these conditions
because I am not adeguately informed. Porhaps OZH pursusd this problem with

groater care and actvally forced a fow solutions.
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II. QUESTICNS REFEARIRG TO CRYPTOGRAPEIC PROCEDURES

15, Deecride the Gorman Erigma, the SZ %0, 42, and the SG ki.

On whet principle did they work? How secure were these

machines considered? Who could best Xnow about these

matters? _ o

Many hundreds of the Enigma used by the Gersian Wehrmacht were lost,
Thorefore I am fivmly convinced that some are in American hands. If I were
to try to give the desired descripticn without having one before ne, I should
run the risk of being incomplese u» even erronecus in my stateménts. I
uight therefore be more to the point to epply Tirst to American experis.
The devices 40, 42 and 41 I cannot dessribe at ell because my kuowledge of
such devices is not adequate. Those who were ococupied with thess devices
include: Dr. BUESTIERHAIN and MITZER of oy unit, also graduate enginecr
ROTSCERIDT, LIEERNECET (Dr. Iog.?) and Dz. LOTZE of the Ordnance 0ffico

(Wa Pruef 7). Possibly Georg SCHROZDER. formsr Minlsterialdirigent in tho
i —— Attt et EJ

Forschungsawt can give informaiion regardirg theso devices Since, so far as I

know, he was a membver of the commissiocn for devices of vhich HUETTENEAIN was
chairman. Probably HUETTENHATE caa give the bost informetion.
16. Describe the weaknesses of tho Znigma dizcovered by MENZER.

How were these weaknessec counterected? Was 4ho discovery

of these wealmssges used ir the examinasicn of the machines

of other countries?

T had no active part in the latest Gsvolopmert of the Enigma. Ia cags
a new wedel was introduced during the war I am no lenger in the pic'étxre. 2vg,
vevertholeas, it is probable thas nothing esseniial was chaoged in the ba.asic
principle.

I assume that at leagh coe ucdaragsd model of the Army Erigea is to bs
Tfound io Washington sincs many wechines were lost. If all the bulbs s%ill light
up, I suggeat making the Pol lowving experiments:

1} If in any random vheel positione key "A* is presssd and i?

at the samo time the lamp field "X* lights up, then 1a the same position

pressing key "K" will light lamp field "4, Experiments with the other

keys would alvays leed to the discovery that two lottors are always

related "reciprocally”. From this it Tollows that in the aystem of ths
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Zpolmem thecs ara "ragipraaal gubasieess oo ALphakely.” Now with 26
lebters 15 the alpmahat tha nemhes f sulehiluhioe aiyiabdets 1s
lx2x L -+++25 x 26 = 26! On tho other hand, the number of reciprocal
substitution alphabsta with 26 letters in the alphabet is only
(26 = 2)! = 13! This 1s a weakness inhsrent in the machine and ono
whicl‘:x cannot be eliminated because it is conditionsd by the constructicn
of the machine, its circuits and ewitching. But in the entire Enigma
system only 13! differect subatitution alphabeta occur. Hence, if ome
succesds in solving one of theae alphabets, 1t decomes obvicus even during
solution that each value solved yields two values. For irstancs, if
cipher "A" = plain "K", %hen in this position cipher "K” necessarily is
equal to plain "A"., In the final solution this circumstance naturally
fecilitates mattfers,'i. ©., it 18 a weainess. s

2) If e machine 1s available in which thres whsels turn botyeen
a fixed wheel at the right and at tho laof%, then the whole maze is run
through after 267 - 262 = 16,900 stepa. Fur dus to the rests {Raston)
ca the bodies in the form of a circular sav¥, . the progression was nof
‘11ke that in a numbering machine but insicad 26 x 26 substitution
alphabets ere ekipped. This leads therefore 4o 2 shoriening of the
pericd even though t.he Progreesion suffers a distortion in this way.

3) Assuming the cass that a mechine is allowed to be used for an

eatire day with the same whesl position and rest roeltion (Resierstellung)

and all wmessages are enciphered in exactly the same vheel position, for
ingtance all beginning in the position 010101, then the solution of such
mossages calls for little effort 1f some 70 are available while solution
is posaible even with fewer moseages, assuming that the cryptanalyst
already has some experience and training. In order to avoid any such
Piling up of messages at one voipt in the wheel pericd, all messages
really ought to be distributed quite evenly over the period. However,

that can only be achieved 1n traffic controlled by a single station, not

26
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otherwise. It is most appropriate to instruck the staticns %o tﬁke
random meseage keys because it ie tuon probable that the day's trafic
will be distributed over the entirs pericd so ovenly that no dangsrous
Piling up will occur. |

4) Nevertheless this sscurity by no means satiefied current demands.
For nobody can tell how great ths daily volume of trafPic will becoms
in a future war, all estimates of this kind were absolutely without real
pasls and therefore inadeguats. The ideal would have been tc be able %o
undertake currently a persmutation of the circuits! E. g. by iInterrupting
the leads of the fized whesl at the right apd constantly shifting the pole
counsctlons, that is 1f one could mako the wost varied connections detween
them, This idee led to the developzent and introduction of ke piugboazd

(Steckerbrett) with 26 Jacks in the front of the machive. Whken the Jacks

are- not bridged over, the machine works in normal Pogition s0 to spezk.

5) If I oy a message in a predetormined position without bridging
‘these Jacks arnd then key the ceme Te3zage once again in the gaze pcai_tiz;n
but uasing one bridge, uniting - let us 88y ~ Jacks "A" and "E”, then the
two cipher texts will e alike for the most part, i, e., just this dis-
covery by itself shows that o sirgle tridge is by no means adequate o
cause in the substlitution alphabei sequence of the pericd a distorticn
which camnot be weccgnized, Even when using o or three bridzes theve
are rot sufficiently great changes %o alloyw us to say that the dovice hes
now become secure. Since in calculating the bridges cozahinationa.a?:e
succuntered, the maximum - go far as I can recal’ today - is found not with
13 dridges but with = smaller mashor,

6) There is nothing so erroncous as to easure regarding an
opponent that he will not notice veelnesases of a cryptograchic systex
and therefors fail to make use of them %0 the full. Conseguenily Chi
assumed @8 a matier of privciple thai the Enigma would fall undameged into
onemy hands alcpg with the instructions for its use and &% least a few keys.

It vas aleo obvious that the onemy would likrewise have radiogrems. It was

27 :
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alsc eelf-ovident that accident, regarding which coe can never tell
mﬁhsmatic{:alls when it will occur but merely knows that it ocours,
will some lday give the eneRy a wessibility of deciphering individual
Enigma messagss, oven if the machine 1z used correctly. What rsally
had to be guarded againct was thet the eneny skould read the 3013!3
messeges currently! In thiz connection it wes also clear o Chi that
Enigma wessages with the same or similar key positlons could not fail to
contain po-called parallel pagsegen, which in turn were a wealmess
Inesmuch as by their aid affine mossages conld be vorked on with success:
one merely needed to superimpcse “esgages with parallel passages correstly,
then all elsmenis in 2 colump wero Probably from cne and the ceme substitu-
tion alphabet! TFor eﬁ:ample
..,.....aldefm...........x&az'i‘.............cmjk........
.......1igtfde....'.......xdart...........vgftrea.......
..,.....aldf:i:cc........................,..hhiklog.......
DRI -~k « F eesocafholin,.....
Hexe it was only necessary o romembay tb:at, due to the dropping out of
cortain alphebets, the cipher olemsnis of all columnz across ths entire
vidtk d1d not really need %o come From the zare rociprossl substitubion
alphadete., For this rsason the rosaibllity of the occurrence of cuch
parallel pasaages should bo avoidsa! Parallel paszages oriss tarough the
use of like letvters at idecntical positiona‘ in the ?eﬁcd. The identizal
sequences of lettors resuls fvam the chwice of the same word. The mili.
tary language is poor in words? -Again and a@aih wWe meet the words:
Gegner {ensmy), feindlich { hostile), Avgriff (atiack), Munition {ammnition),
otc. And in these words the mos:t Treguent Cermon leiters also otcur, e. g.:

©,8,1,x,f,%,u.d,8,0,b, If bridges eve Introduced 1%t is dssiredle to

" dleturb these frequent lotisrs.

7} Bow the number of bridges which can be used is limited by the
consiruction becanse the plugboard is located close %o the front of the
cover and not mwany csbles can he aceoumcdated in this narrow apace. o
thie Teason reccurse was also had 4o the permtetion of the wheols., The

three movable wheels can be ehifted about in 3! ways, 80 that with reference
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to the initlal esquence five new sequences are possible. But each pew
sequence virtually signifies a new period of some 17,000 steps so that
for one day we sghould have avallable e paricd of 10k,000 steps, which

waeg considered adequately secure if encugn bridges wers used. FRaturally
one also thougnt of inserting nsw wheels in the machine frem time to sime.
Thet was the practice. Naturally provision was also maede that tho message
koy chosen in eash caso must be dieéuised before transmission in order not
to meks declirherment toc easy for the enewy, because if he was already
deoivhering the traffic ke would then have to fuas around with the messages
bofore he recognized the affinity of meseages belonging together. And in
the opinion of Chi this would as a vule heve required mo much time thet hs
could not gsain any imnediate tactical use frem the meeseges solved. More
was wot asked for,

8) Beyond that there were nasurally also thecretical studies which
reached thoeir qlimax by rosing the question whether a eingle Enigma mogs
Bage can be aolved if "a'n_e machipe is knovn and the keying instructions
are Imown. Analytically thiz question wes angwered in the alfirmative;

I lotsntionally avoild eejing "theoretleally” because correct theory also
hag correct practice as a result or else there is an error in the theozry
or in the practice. And the answer wan that tBe individval FEaigma mes-
sage can do golved if I have the proper machine in my hands; the wheel
position and all other setiings may be unknown to re, I simply have o
bave in my hands a machine containing the wheeols actually used, BRug ahat
was carried out in thie simplified experiment would in actuwal work have
required a vast number of psopls or a glgentic battory of machines
{mechanical aids to decipherment) o that under normal circumstances one
vvwrs woT count on any practical ues /Of the meesages].

Since I have not occupled myesll with thess matters for a very long
time I can only give a few leading ideas today. If 1t is aspumed that I
have the machine e.c'i;ually w:ed and Teasages enciphaﬁd oo thie machins ’

it mey be assu:ﬁsd, let us say, that in one of the Beagages the word
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"Regiment” occurs. Now the attempt mey be made of writing every 8
successive letters of the cipher text beneath the plain text;
the Enigma would then have to be stepped vntil at the propor poiat in
the cipher text it gave the plain text, "Regiment”, and 1t would also have
to give rational text bofore end after this word. T+¢ ig clear that such
a task would not only call for a great deal of offort but would also
cost time. And if this vast expenditurs really 613 bring success, then
with e new megsage, a nev whosl setting and new plug connections, the
game would begin all over again! Chi told itgelf Ttoat in & wodern war
one cannot reckon with such loss of time in Geciphering - and ﬁherafoza
regavisd the mashiné as afequately sscure, if correctly handled.

Another msthod, which is more ¢levor, started with the fact thas
the wmost frequent letter in Georman ia E. Hence iT I writs out t%o mes-~
sagea in the same key, ono below the other, then there will always be two
like lotters ope below the other and of these & not inconsiderable portion
will corrsspond to plain E. Workiog from the week roint, the next step
wag to assume tket in Geran an § ia likely %o foilow E. Again it wes
necessary to fuss around with the meckire until most of thess assumptions
proved correct. But even in this case the lcas of time and energy is so
great that it stands in no raticnal relation %o the sxpected vepulis,
alvays assuzing that curreat reading c? the mogsages will 200 be made
voasible by sitker of the methods, I can w0 longer go into detail -
regarding the Tery clover study. Tre individuel lineg of Teasoning are
likevise so complicated for me thot I should cnly feel safo if I could
Yegain the frech impfeasioa. vt after years spent in other work snd in
view of the fact thag T only engegad in tho early stags of thess studies,
uMLse wumy WOre Later teken over by others who could devots themselves
exclunively to lavestigating such droblems, doth my memory and my
imagination fall me today, without the device at hand, when I attempt to
reconstruct the several operations in guch vivid and truthful Pashion as

to enable ms to give the exact course of solution.
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17.

9) The only diesadvantege of the little Hagelin, for instence the
B-211, 18 that it turns out the cryptograms much too slowly to satisfy
present-day demands for speed. In compariscn with tho Enigma it has
tho edvantage of being considerably emaller, of kaving a period which
far excesds that of the Enigma, - I balisve it is evound 3,060,000
gteps, - ths exact nmumber would have to be comruited using the model.
Whoreas in the case of ths Enigma ths course of the pericd is alweys
constent in small portions in spite of the rests I(:_R;q_s__m_q), the pin wheels

of the Hagelin provide for an vpaieady run-off of the pericd, if we
conceive of the aingle siop sequences as a function of & noxmal pericd.
Through the rlders, aspecially if they are all easily moved, an additional
easily handled variant is introduced into the rigid system, which is
stronger than in the czce of the Enigra. Hence, in epite of certain
similaritiea in idea and oven ccnatructional kirships the Hegelin rspre-
sente an essentisl improrvemsnt of a- substitution aystem in comparison
with the Enigma: the Hagelin is the more modera devic;e anyway; devolopsad
and built vhen the sarly experience with the Eoigma waa gvaileble: the
Enigma nsverineless still has the ¢istinction of having boen the first
cipker machine which was put into rractical use and satisfied modern
security demends. It is characteristic of bota machinec that wher used
improperly ‘chej ¥ield nmoessages '.fhic‘h can be golved if in volume; bowevor,
this is not en organic Conli but an eril waich can De avoided withous
further ado if the mechine is expertly handled. Hegelin's machine does
wot work with reclprocal alphabeis. |

Were you consultazd on cryptographic mecurity gtudies, iovestigations,
and records made by HUETTRSHATN? Wias became of these studies?

Woas ~red ropeatedly. These studies mst have been burned

either in Berlin or in Hslle or Werfon according Yo orders. ¥o lists were made

and no reports of destimction were submitted,

18.

¥What do you know of MENZER's Schluscsselacheibe and Schluegselkasten?
Can you describe their method of enciphsrrent?

I asswie the following to be ¥kaown:
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1. TUse of double transposition and simller ‘bra..apom.tiun eystems 1o
the Garman Army afiter World War I,
2. Use of vhe Enigma with lemps in the German Aray after Werld war I,
3. The theoretical and material advanteges and disedvantages of
Syatema 1 and 2.
The cr'lt‘ic_iams made during almost twenty ysasrs in mmeroua conferences , courses
and discussions pursued the gozl of creaticg for the unae of troops not equipped
with cipher machines & deﬁoa possessing the i’ollowing_ qualities:
a, Light weight and small alze
b. Trouble sources - none
c. Easw of operasion
d. Derivation of the secret or plain text by some simple rule, ia
any event by cne operation
¢. Sacurity of the secrec texte agaipst cryptanalysis
f. Simple distributior of keys
&. Bimple administration
Hone of the hand systems, however clever, satisficd thsss conditions. (The
very intriguling French emall signal tabls with approximatoly 1,000 entries

and with rumerous blank groups for ad hooc and ad libitum eatries was excellent,

as eyperience had shown, but called for an crganization with extensive printing
and distributing facilities). Tor this roescn some otber course had 4o bo taken.
Nurercus proposals made by lay inventors for the nuse of linear or disc glides
had to be rsjected as unserviceable, even when - to lucresse cryptographic
gecurity - the sscrel text bscame 2o function of the plain text. For precissly
in these Ces0s an error in enciphcrment continoues as a functicn throughout the
entire telegram. The only idea which proved of threoretical ard practical value

ca the . . _‘ _ -~ e waw w® OF a substitution system with
& pericdic course but with a long period. The teckuicel prodlem was therofors

%o mechanize this idea. For reflection shows that oven wiih a primitive linsar

slide -

Plain myiun‘bshvtalxdgjgrkcpzfvoe

Clphoer Pucivdznqoramyjwafakelhtgpucivdznqo
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and an aporlodic numerical key, for instence 4 132031526410
evsveseees 4310 3 a crypiogram can be derived fof which analysis cen
indicate no solution although 1t goes back 4o the Middle Agee, {to Trithein,
according to Blaise de Viéinera,'bmm 9.2.1k62, died 16.12.1516).

If 1% were possible to employ a virtually infinite end aporicdic digit
gequence to derive the red slide, then in effect the desired device would bo
croacad.

The minimum length of such a devico had its natural limits however: 1if
the alpbabets werz to be infarchaz*{;eable; then the cells must bo capable of
imscription. Using cells one cm wide would have given a lengil of 52 cm o»
wore, dus to the doublirg of the one alphadet. However, thig could nct e
thought of! A way out of the diffionity was found by dividing both alrhavets

in the following manner:

MY T]uln[B]s[E]v|[T[A[L]X
5 ] (ol 61 N 0 Y 1 g o
vlalsiwlxzlsIxnlnla|z(e TR - [ - =)= =12
p[e[IlGirK|C[P[Z]F|W|0|E

With euch an arrangement the device couldé e reduced to a to%al iength
of gbout 30 cm. But & disadventege, the cffecis of which wers not yet knowm,
was the coupling of two black and two red letiers in each case., The working
cu® of the drive mschaniswm was mero difficult in cuck a limited 8pace.
A spring supplied the driviog power. It was relea:gd Y a push butiorn.
When at rost the movable slide had to bz firrly blocked. Tho firal pter of the
slide, which was drawa out by hani each tima, could ‘no‘o te ampiguonsa, Cdmequent-
1y great mechanical yrecisicn was required everywhore in the device.
To mechanize the aperiodic courss, recourse was bed to so-called vin wheels

{Bolzemeder), such a3 are used 4o achiove the same goal in the Hagelin dovice,

and to the reguisito gesr - T elements wers go conveniently

raached from the boticm of the device that even the clumsy finger of a goldier

could service the individual parts,

I no lcnger krnow how Bany gear wieels and how many pin whools the device
had. But four gear wheels with T, 19, 21 and 23 iseth would airveady give e
poricd of 156,009 vteps. I asewme that 2t least five gear wheels were eavisioned

and probably 2 like numbdsr of pin vheels, but this is not egsenvial,
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The effect of the pin viheels is naturally to shorten the total poericd.
Likewise there aere favorable and unfazorsble piv positions. The probvlem of
the favorable ipin pozitions was the subJact of svecial speculaticn., Arnd in
practioal use ;aversr cipher clerk would have to have & table showing the
"forbldden™ pin eettings. This table bad already beon computed st OKW /Chi.

An ex.parimental Monzor Siide (Menzerschicbe) about 17 em long, about 8

cx wide apd about 6 cm high had buen tuilt, dut with a much shorter period.
The Wenderer-Werke had teen entrusted with mamufacture. The Army never got
boyond the stage of experimeptal dovices., At least I pever heard that even a
firat set of these devices reached a try-cut with the troops. All the
oxporimental models suffered frem the fact that the device wes alveys jauming
and therefors was of no practical use.

In practical use the followling rules were to be observed:

1, A compleotsly now inscription at lesst once & day,

2. A new pin settlag and gear sotving for each mezsage.
The choics of these two olemenis should be loft %o the code clerk s0 as to
guarantes as ilndividual usoe ag pozeidle. OF course thess data had to be given
in cach mezsage by an indicaior group. I npever saw any completed book of
lustructicns or directions Por uss.

In my opinion the device sabisfied tho demendg Por CEMPOLALY CYYDGEO-
graphic security but to my 'lcnm:ledge oo Gefinitive analytical situdy had as
yet been completed.

19. In the Schlucsselkasten is tho slide returned after eoach
enciphernent or only woen pecossary?

I do not know this system oz at any rate no longer have it in wind. Eow-
ever, any nscezgary alds for encipherment ard decipherment cannot possibly be
returned as soon as the Job i ¥7-° ~irher is involved,
then there would be no possidiliiy of returning iv? i‘o vhom, for instance, '
ahoulﬁ part of the cryptographic system of German agents in Sweden be turnecd

in? From the way the question was put I bslieve T can essume thai the entire
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principle of the Schluesselkasten is s¢ill in peed of clarification, }

EII:*‘.. SECRET INES AFD MICROPHOTCGRATHY
20. VWhat do you know about ssecret ink and micrqpho'hograph;.y?

T do not understard anything about serious secret lnks and know no more
than can e fourd in any "Bo&k of Magic” for boys or in any eacyclopsdia.
Secret inks were solely .of concern to the Abwenr. Likewise microphotography.
Just once, when I was getiing some acstone at the Abwshr laboratory I locked
through e microscope and recognized a map of Cermany in whay to the vaked oye
locked like an ordinary poriod. Why it had been zade T do not know. It was
shown ©o me simply to prove how capsdle microphotogravhy is.

In tho First World War a waite powder, of which I do not know the com-
position, was dissolved in ordinory waser. Ono wrois with this eolbtion con
& paper wa'ch would take fnk. As goon as the ink vas dry, the writing vas
gono over with a solutlon of sal mmoniac. Upon development the writing was
suppesed to come out iF the papor was imrerged in a diluto eoluiion of acetic.
acid. Inring the First World War it wes claimed, ac a rule, tkat a2 cecret
ink st bo so constituited as to ve witerly destrcyed chemicaily if the £NsKy
attacked it with a bleach; or: use such 'nieachns as will not dsstroy any
wrining that may he present, Whether this notion has any validity Sotay, when
a multicude of othervise invisible cubstances can bo revealed Dy queriz lomps,

i1s beyond my lnowledge,

14, TFERNER'S answer was baged apparently on e mistranslation by the inter-
rogator of the word "retwrned" which was rendsred "zurueckgegeben” or
“given back” whersas some such term as "zurueckgezogen” = "pnlled back”
or “zurusckgeschoben” = “ghoved back" /I, e. » %o the "initial position"]
waz intended. -
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